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ML.A. (Security and Defence Laws)

Allotment of Project Topics

2.3.12. CYBER SPACE, CYBER SECURITY AND NATIONAL DEFENCE

S.No. Name of the Student ID Number Project Topic
1 Mr. KarthiK P MSDLO1_19 Russi'a’s Cyber Sepurity and Cyl?er
Espionage Policies: An analysis
NATO and Partner countries
cooperation in countering
2 Mr. Anil Kumar Medak MSDLO02_19 asymmetric and hybrid threats in
South Eastern Europe's cyberspace:
A critical analysis
Facing a Future with Organized
Mr. Arrabelly Raghu g g
3 Y RAE MSDLO03_19 Weaponization of Social Media: A
Kumar " .
critical analysis
. Vulnerability of IP cameras using
4 Mr. A MSDLO04_1
r- Jena Armaan Sanjay SDLO4_19 ARP poisoning: An analysis
Digital protectionism and national
5 Mr. Ranjeet Kumar MSDLO05_19 planning in the age of the internet:
the case of Iran
Understanding Security Policies in
6 | Ms.Senjuti Chakrabarti | MSDLO06_19 the Cyber Warfare Domain Through
System Dynamics: A critical
analysis
Ms. Azhakath Ammu Tackling Insurgent Ideologies in a
7 Sasidharan MSDLO08_19 Pandemic World: A critical analysis
. Reckless Exploit: Mexican
Mr. S Vishnu Pratheek P
8 Redd MSDL09 19 Journalists, Lawyers, and a Child
y Targeted with NSO Spyware
9 Mr. Priyvrat Swarnkar MSDL10_19 Data Theft & Law in India
Software Patents and the Internet of
10 Mr. Variath Adithya Anil | MSDL11_19 Things in Europe, the United States
and India: A Comparative study
Mr. Ramagiri Venkata Cyber Attacks under International
11 Vaibhav MSDL12_19 Law: An overview
States with military doctrines and
12 Ms. Bangaru Laxmi Jasti MSDL13_19 organisations for cyber security and

cyber warfare




13

Mr. Anand Murty

MSDL14_19

information security in Serbia: A
case study

14

Mr. Tiwari Anandkumar
Rambachan

MSDL15_19

Enhancing Cyber security for the
Digital Health Marketplace: A
critical analysis

15

Mr. Deepak Sharma

MSDL16_19

Personal Data Protection and Cyber
Security Law in Indonesia: A case
study

16

Mr. Karthik Veeramani

MSDL17_19

Cyber security as an Essential
Sustainable Economic Development
Factor: A critical analysis

17

Ms. Devika Gulati

MSDLI18_19

Cybercrime and Cyber Security in
the Nigerian Legal System: An
impact study

18

Mr. Sankaramanchi
Vaishnu Sankar

MSDL19_19

Banking on Al: Mandating a
Proactive Approach to Al
Regulation in the Financial Sector

19

Mr. Gopalakrishnan V

MSDL20_19

Social Engineering and Growing
Challenges in Cyber Security: A
critical analysis

20

Mr. Sumukh S Betageri

MSDL21_19

Assessing Data Protection
Regulations in Germany and China:
An Individualist and Collectivist
Approach to Data Governance

21

Mr. R Lalitha Ramakrishna

MSDL22_19

Cyber security Paradigm Shift: The
Risks of Net Neutrality Repeal to
Energy Reliability, Public Safety,

and Climate Change Solutions

22

Mr. Kuna Tarun Goud

MSDL?23_19

Cyber security Regulation in the
European Union: The Digital, the
Critical and Fundamental Rights

23

Mr. Raji Mathew

MSDL24_19

The Ethical Challenges of
Applications of Artificial
Intelligence in Cyber security: A
critical analysis

24

Mr. Prashant Kumar Singh

MSDL25_19

Cyber security for Infrastructure: A
Critical Analysis

25

Mr. Vishwas Reddy K

MSDL26_19

Governing autonomous vehicles:
emerging responses for safety,
liability, privacy, cyber security, and
industry risks

26

Mr. Sagat Shaunik

MSDL27_19

Autonomous Vehicles for Smart and
Sustainable Cities: An In-Depth
Exploration of Privacy and Cyber
security Implications

27

Mr. Chitti Reddy Mohan

MSDL?28_19

India and the Budapest Convention:




Rao

To sign or not? Considerations for
Indian stakeholders

Addressing India's Global Cyber
security Concerns: Norm

28 Mr. Harish Sharma MSDL29_19
Development, Regulatory
Challenges, Alternative Approaches
Analysing the awareness of
29 Mr. Akash Goswanmi MSDL30_19 cybercrime and' designing a relevant
framework with respect to cyber
warfare: an empirical study
30 Mr. Lal Ananth A MSDL31_19 Cyber Secupj[y Policies f’f USA: A
Critical Analysis
Mr. Bhupathiraju A Cyber Security Policies of UK: A
31 Srinivas MSDL32_19 Critical Analysis
3 Mr. Hariharan K MSDL33_19 Cyber Security Policies of India: A
Critical Analysis
33 Ms. Aditi Dubey MSDL34 19 Cyber Securit.y‘Policies of .Germany:
A Critical Analysis
VAPT(Vulnerability Assessment
. and Penetration Testing), Ethical
34 Mr. Raveendra Boodihal MSDL35_19 Hacking and Laws in India: A
critical analysis
‘Cyber Operations and the
35 Mr. Kathiravan T MSDL36_19 Prohibition of the Threat of Force’:
An analysis
: Reconceptualising Cyber Security:
Mr. Ranade Himanshu P gLy y
36 MSDL37_19 Safeguarding Human Rights in the
Chandrashekhar .
Era of Cyber Surveillance
37 | Mr. Syed Zuber Ahmed | MSDL38_19 Beyond Apple vs FBI: Implications
for Singapore's Smart Nation Project
India and its needs to build
38 Mr. K. Jayachandra MSDL39_19 indigenous cyber capabilities: A
critical analysis
Mr. Ravi Raj Singh Global Cyberspace is Safer than You
39 Choudhary MSDLA0_19 Think: Real Trends in Cybercrime
The evolution of the legislative
. proposals about the “Internet Kill
40 Mr. Roshan Singh MSDLAL_I9 Switch” in the U.S.A: a historic-
legal analysis
. Securitization of cyberspace in
Mr. Harshit Kumar ybersp
41 . MSDL42_19 India: A question of policy focus and
Lavaniya . .
implementation
Confidence Building Measures and
42 Mr. Aswini Kumar Das MSDILA43_19 International Cyber Security: An

assessment study




India’s new defence cyber agency:

43 Mr. Anurag Sharma MSDLA44_19 balancing constitutional constraints
and covert ops
. Cyberspace and the National
Mr. Mohammed Muti Ur
44 MSDILA45_19 Security of the United Kingdom:
Rahman
Threats and Responses
45 | Mr. Rafique Moiz Khalid | MSDILA46_19 Cyberspace and the Armed Forces:
An analysis
46 Ms. Moushumi Roy MSDLA7 19 Credible Cybq Deterrgpce in Armed
Forces of India: A critical analysis
e Cyberspace as an operational
47 Mr. G ti S MSDI A48 _1
f- Largipatt Stinivast -19 domain: A DoD Perspective
Leverage the nation’s ingenuity
48 | Mr. BV Sai Vijay Balram | MSDL49_19 through an exceptional cyber
workforce and rapid technological
innovation: An analysis
49 Mr. P John Sudhakar | MSDLS50_19 Self Defense in Cyberspace: Law
and Policy
50 | Mr. Harold Xavier Dsliva | MSDL51_19 Cyber warfare: terms, issues, laws
and controversies
Cyber-attacks and counter strikes
51 Mr. Chinmoy Roy MSDL52_19 under current legal regimes: an
analysis
59 Mr. S Devarajan MSDL53_19 The threat: .cyber intrusions and
possible responses
53 Ms. Gaikwad Smita MSDL54_19 Cyber security and cyber defence:
Ramakant national level strategic approach
Mr. Shaik Niyaz Ahamad MSDLS55_19 Country-level cyber security posture
54 assessment: Study and analysis of
practices
Mr. Neeraj Nachiketa MSDL56_19 Construction of a Novel Cyberspace
55 Security Ecosystem: A critical

analysis

Note: Kindly note that a candidate is free to change topic of his/her choices (The changed topic
cannot be from the existing list) subject to the approval of the faculty in charge i.e. Prof. (Dr.) V.

Balakista Reddy. The changed topics need to be intimated only at cadlprojects@nalsar.ac.in on
or before 31/08/2020.




